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‘Modular malware 1% |V
Kernel driver based rootkit v ¥ very similar
Valid digital signature on driver Realtek, JMicron XXXXX
Injection based on A/V list v v seems based on Stux.
Imports based on checksum Vi v different alg.
3 Config files, all encrypted, etc. v v almost the same
Keylogger module ? v
PLC functionality v X (different goal)
- Infection through local shares v No proof, but seems so
% Exploits v ?
0-day exploits il ?
—W DLL injection to system processes v v
- DLL with modules as resources v (many) v (one)
% RPC communication v v
1 RPC control in LAN Vi ?
_g} RPC Based C&C v ?
- Port 80/443, TLS based C&C ? v
Special “magic” keys, e.g. 790522, AE Wi v lots of similar
Virtual file based access to modules v v
| Usage of LZO lib ? v multiple
Visual C++ payload uf i
'UPX compressed payload, v v
Careful error handling s o
Deactivation timer v v
Initial Delay ? Some ¥ 15 mins

Configurable starting in safe mode/dbg

v (exactly same mech.)




if not _params.STD then
ring(config.get("LUA.LIBS.STD")))()

assert(loa

table_ext then
ring(config.get("LUA.LIBS. table_ext")))()
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end
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Flameld =
g.hasKey( flame_props.FLAME_ID_CONFIG_KEY) then
local 1_1_0 = config.get
_1_1 = flame_props.FLAME_ID_CONFIG_KEY
return 1_1_0(1_1_1)

__LIB_FLAME_PROPS_LOADED__ then
LIB FLAME PROPS_LOADED__ = true

S oS

s [FLAME_ID_CONFIG_KEY = “MANAGER.FLAME_ID"

F s |FLAME_TIME_CONFIG_KEY = "TIMER.NUM_OF_SECS"
_props |[FLAME_LOG_PERCENTAGE = "LEAK.LOG_PERCENTAGE"
flame_props |[FLAME_UERSION_CONFIG_KEY =
flame_props |SUCCESSFUL_INTERNET_TI
flame_props | INTERNET_CHECK_KEY =
3PS_CONFIG

“"MANAGER . FLAME _UERSION"
_CONFIG = "GATOR.INTERNET|
“CONNECTION_TIME"

ATOR.LEAK . BANDWIDTH_CALCULATOR.BPS_

¥ = “GATOR.PROXY_DATA.PROXY_SERUER"
function()
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